Lincolnshire Police 
Policy Document
[image: Lincolnshire Police crest]
Production of digital recordings from Force Control Room (FCR) policy PD 117
Policy document information
Reference number:	PD 117
Policy sponsor:	ACC
Policy owner:	Head of FCR - Supt Nicola Templeman
Author:	FCR Inspector – Insp Dan Gardner
Publication date:	April 2024
Review date:	April 2026


Version history
	Version
	Date
	Reason for issue

	7
	April 2020
	Biennial Review

	8
	April 2022
	Biennial Review

	9
	April 2024
	Biennial Review


Code of Ethics
All staff involved in carrying out functions under this policy and associated procedures and appendices will do so in accordance with the principles of the Code of Ethics. The aim of the Code of Ethics is to support each member of the policing profession to deliver the highest professional standards in their service to the public.
Legislative compliance
This document has been drafted to comply with the principles of the Human Rights Act. Proportionality has been identified as the key to Human Rights compliance, this means striking a fair balance between the rights of the staff and those of the rest of the community. There must be a reasonable relationship between the aim to be achieved and the means used.
Equality and Diversity issues have also been considered to ensure compliance with the Equality Act 2010 and meet our legal obligation in relation to the equality duty. In addition, Data Protection, Freedom of Information and Health and Safety Issues have been considered. Adherence to this policy or procedure will therefore ensure compliance with all relevant legislation and internal policies.
Other legislation/law which this policy has been drafted to comply with:
· Human Rights Act 1998 (in particular A.14 – Prohibition of discrimination)
· Equality Act 2010
· Crime and Disorder Act 1998
· H&S legislation
· Data Protection Act 2018
· Freedom Of Information Act 2000
Security classification
Policy to be published on Intranet: Yes
Policy to be published on Force Website: Yes
Authorised Professional Practice (APP)
This policy has been checked against APP and there is none in relation to the subject matter of this policy.
1. 	Policy aims (Purpose)
1.1.	It is the Policy of the Lincolnshire Police to ensure that all Police Officers, Police Staff and Strategic Partnership staff within Lincolnshire Police understand the risk of collateral intrusion in relation to digital recordings of FCR communications and apply due regard. The policy specifies the process and the requirement to provide a clear audit trail for digital recording requests and provision.
2. 	Policy statement (Key information)
2.1.	Origins/Background
2.1.1.	All communications both to and from the FCR are recorded within the Centre on a computer hard drive. Essentially, each separate extension within the Centre is recorded separately and can be individually accessed.
2.1.2.	In addition to the telephone extensions, the ICCS touch screens used by controllers have airwave and telephone interfaces & are treated as a single extension at the present time. This means that all the airwaves channels being monitored on a particular position within the control area are recorded. 
2.1.3.	The effect is that if a controller is dealing with a pursuit on one channel – any other channels monitored on that particular ICCS are also being recorded and these cannot be separated from one another. To mitigate this when downloaded the recording the operator must ensure that they are downloading the transmissions of the ICCS that the Controller is using to run the pursuit. 
2.1.4.	Any telephone conversations or point-to-point communications made from a control area via the touch screens are also recorded. 
2.1.5.	The evidence recorded within the FCR is of great importance as it often forms the first report of any incident to Lincolnshire Police. It also allows the police response to be tracked by way of radio traffic, forming a useful evidential base for internal and external investigations into police response and operations.
2.1.6.	All public authorities pay due regards to the risk of collateral intrusion involved in unnecessary disclosure of information from public telephone systems, yet this same regard is not applied effectively to communications originating from the FCR. While persons contacting the police can reasonably be informed that the conversation is recorded, the same criteria cannot be applied to calls originating from the FCR, or to radio traffic.  
2.1.7.	The risk of inadvertent disclosure of witness details and other information is real, and needs to be considered when officers collate evidence.
2.2.	Motivators/Driving Forces
2.2.1.	The demands presented in relation to digital recording provision are increasing for a variety of reasons. Crown Prosecution Service personnel request digital recordings at very short notice for court. The force firearms officer requires digital recordings for critiquing of firearms deployments, and PSD officers also utilise the digital recording function for evidential reasons.
2.2.2.	The force also listens to calls to understand demand management.
2.2.3.	The force recognises that there needs to be a structure in place to ensure that there is an audit trail in relation to digital media provision, from the original request, to receipt, to processing the application and dispatch of the final article.
2.2.4.	There also needs to be a documented consideration of the risks of collateral intrusion inherent in this process, linking the provision of the evidence with the proportionality and necessity of the procedure.
2.3.	Application Process 
2.3.1.	In the event of an officer requiring an audio record of a recorded FCR communication, an official request will be made on the appropriate form P705 (Appendix A) and this will be submitted to the officer’s line manager.  See Appendix A for further guidance on the application process.
2.3.2.	Following due consideration, the request will then be countersigned by an officer of Inspector rank or above as being necessary. Due consideration must be made to the necessity of the request, the risk of collateral intrusion and the potential disclosure issues which may be encountered.
2.3.3.	Once this form has been completed/authorised, it will be sent via email to mailto:group-p705@lincs.pnn.police.uk- for the download of the appropriate data to be carried out. All received email requests will be stored on the on the FCR Supervisor shared drive.
2.3.4.	Should there be any concerns in relation to the appropriateness of the request, the FCR Supervisors will liaise with the authorising officer.
2.3.5.	The benefits of this policy are as follows: 
· Identifiable point of contact within the FCR for digital recording requests 
· All requests are properly assessed to ensure necessity 
· Demonstration of appropriate consideration to the real risk of collateral intrusion encountered with both radio and telephone communication
3. 	Other related documents and appendices
3.1. 	Appendices:
· Appendix A - Form P705
4. 	Monitoring and review
4.1 	Ongoing monitoring will be carried out by the designated person with responsibility for digital recording within the FCR, reporting to the Head of the FCR. Two-yearly reviews will take place on or around the anniversary date
5. 	Who to contact about this policy



5.1. 	This policy is owned by Head of FCR. Any enquires about this policy should be directed to the Head of FCR, Supt Nicola Templeman, 01522 947476, nicola.templeman@lincs.police.uk



Pro-forma for the equality initial assessment
This screening document is the first stage in a two-stage process to take a systematic approach to assessing the impact of an activity on equality. An activity may mean a:
· policy or policy review
· a business case  
· a business plan  
· a project initiation 
· a decision to implement a service
· a decision to decommission a service. 
This screening should be completed by the lead person for the activity with assistance from any of the following departments:  
· Human Resources (where appropriate)
· Equality and Diversity

	Department:
	Crime
	Section:  
	FCR
	Person responsible for initial assessment:
	
C/I Steve Williamson FCR

	Policy being assessed:
	Production of digital recordings from Force Control Room (FCR) policy PD 117
	Date of assessment:
	April 2024
	Is this a new or existing policy?
	Existing



	Question
	Answer

	1. Briefly describe the aims, objectives and purpose of the policy.
	The objective of the policy is to ensure that Officers and Managers understand and mitigate the risk of collateral intrusion in relation to digital recordings of FCR communications.

	2. Are there any associated objectives of the policy? Please explain.
	As above to secure the integrity and data protection.


	3. Who is intended to benefit from the policy and in what way?
	The organisation and the community calling in to the FCR are to be protected by ensuring data is not misused.

	4. What outcomes are wanted from this policy?
	Compliance with guidance and legislation – ensuring procedures are fit for purpose.

	5. What factors/forces could contribute/detract from the outcomes?
	Officer compliance / lack of compliance – Force reputation.

	6. Who are the main stakeholders in relation to the Policy?
	FCR – Lincolnshire Police – Wider Community.

	7. Who implements the policy and who is responsible for the activity?
	FCR and operational staff have joint responsibility.

	8. Is there any likelihood the policy could have a differential impact on racial groups? (Including Gypsies and Travellers)
	No
The response does not adversely benefit or discriminate against any person calling the FCR.

	What existing evidence (either presumed or otherwise) do you have for this?
	Requests for information require authority and do not discriminate in any way that would disadvantage any individual or group.

	9. Is there any likelihood the policy could have a differential impact due to gender?
	No
As above.

	What existing evidence (either presumed or otherwise) do you have for this?
	

	10. Is there any likelihood the policy could have a differential impact on due disability?
	No
As above.

	What existing evidence (either presumed or otherwise) do you have for this?
	

	11. Is there any likelihood the policy could have a differential impact on people due to sexual orientation?
	No
As above.

	What existing evidence (either presumed or otherwise) do you have for this?
	

	12. Is there any likelihood the policy could have a differential impact on people due to their age?
	No

	12a. Is there any likelihood the policy could have a differential impact on Young People and Children?
	No

	What existing evidence (either presumed or otherwise) do you have for this?
	

	12b. Is there any likelihood the policy could have a differential impact on Older People?
	No

	What existing evidence (either presumed or otherwise) do you have for this?
	

	13. Is there any likelihood the policy could have a differential impact on people due to their religious belief?
	No

	What existing evidence (either presumed or otherwise) do you have for this?
	

	14. Is there any likelihood the policy could have a differential impact on people due to them having dependants/caring responsibilities?
	No	


	What existing evidence (either presumed or otherwise) do you have for this?
	

	15. Is there any likelihood the activity could have a differential impact on people due to Marriage or Civil partnership?
	No

	What existing evidence (either presumed or otherwise) do you have for this?
	

	16. Is there any likelihood the policy could have a differential impact on people due to them being Transgender or Transsexual?
	No

	What existing evidence (either presumed or otherwise) do you have for this?
	

	17. If a differential impact has been identified in 8-16, will this amount to there being the potential for an adverse impact in this policy?
	No


	18. Can this adverse impact be justified on the grounds of promoting equality of opportunity for one group? Or any other reason?
	No

	19. If Yes, is there enough evidence to proceed to a full EIA?
	No


	20. Date on which Full impact assessment to be completed by.
	



Signed (completing officer): Steve Williamson
Signed (Lead officer): 

Groups affected
Please identify the anticipated impact this activity will have on the following population groups.  
· Tick the appropriate box and give explanation if so required,
· Please note that there are both likely benefits and adverse impact within the same group
· Any groups highlighted as likely to be adversely affected should be consulted in the second stage Full Impact Assessment if one has been identified as being needed.
	
	Likely to Benefit
	No Impact
	Adverse Impact

	Disability: Physical, Sensory, Learning Disability, Mental Health, Carers
	[bookmark: Check2]|_|
	|X|
	|_|

	Gender: Male, Female
	|_|
	|X|
	|_|

	Transgender
	|_|
	|X|
	|_|

	Race: Traveller and Gypsy etc
	|_|
	|X|
	|_|

	Sexual Orientation: Lesbian, Gay, Bisexual
	|_|
	|X|
	|_|

	Religion and Belief
	|_|
	|X|
	|_|

	Age: Young and Old
	|_|
	|X|
	|_|

	Marriage and Civil Partnerships
	|_|
	|X|
	|_|
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